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SECTION 311  DESIGNATION OF POSITION SENSITIVITY

Ref:  (a) SECNAVINST 5510.30A

      (b) SECNAVINST 5510.36

1.  Purpose.  To advise naval activities serviced by HRO CNR HI of policy and procedural requirements in the designation of position sensitivity.

2.  Policy
    a.  Each position in the Department of the Navy shall be designated by the Commanding Officer of each activity as critical-sensitive, noncritical-sensitive or nonsensitive in accordance with the criteria outlined herein and in references (a) and (b); and the designation will be recorded in block 12 on the position description (PD) cover sheet, Optional Form 8.  In addition, the duties of the position/job descriptions must reflect the level of security clearance required.

    b.  It is the policy of the Department of the Navy that the designation of sensitive positions be held at a minimum consistent with mission requirements.

    c.  Position sensitivity shall not be changed for the sole purpose of circumventing the investigative requirements of reference (a).  Responsibilities as they pertain to security in the initial hiring of employees are outlines in Section 203 of this instruction.

3.  Definitions
    a.  Critical-sensitive.  Positions whose duties require:

     (1) Access to Top Secret information.

        (2) The development or approval of plans, policies, or programs that affect the overall operations of the Department of the Navy.

        (3) The development or approval of war plans, or particulars of future major or special operations of war, or critical and extremely important items of war.

        (4) Conducting investigations or supporting such investigations, the issuance of personnel security clearances or access authorizations, or the making of personnel security determinations.

        (5) Fiduciary, public contact, or duties of the highest degree of public trust.

        (6) Access to sensitive compartmented information (SCI).

        (7) The performance of Category I automated data program positions.

        (8) Such designation by the Secretary of the Navy or his designees.

    b.  Noncritical-sensitive.  Positions whose duties require:

        (1) Access to Secret or Confidential information.

        (2) The performance of security police/provost marshal-type functions involving the enforcement of law, and security functions involving the protection and safeguarding of Department of Navy personnel and property.

        (3) The education and orientation of Department of the Navy personnel.

        (4) The design, operation, or maintenance of intrusion detection systems deployed to safeguard Department of the Navy personnel and property. 

        (5) The performance of Category II automated data program positions.

        (6) Such designation by the Secretary of the Navy or his designees.

    c.  Nonsensitive.  Positions which require a post appointment NACI by OPM or which do not require any security clearance at all.

4.  Responsibilities 
    a.  Activity Manager
        (1) Determine the sensitivity of each civilian position and annotate that determination in block 12 of Optional Form 8 when a position is initially established.

        (2) Ensure that the duties of PD/JD reflect the level of security clearance required.  That is, if block 12 of the cover sheet has been marked as either noncritical-sensitive or critical-sensitive, there must be some statement(s) in the body of the PD/JD defining the duties requiring the specific level of clearance/access.  Examples are as follows:

            (a) “Employee is required to handle up to and including all secret documents for the Operations Department.  As such a secret clearance is required.”

            (b) “Job requires access to top secret controlled areas.  As such a top secret clearance is required.”

            (c) “Position is designated top secret control custodian of the Communication Department and is responsible for the accounting and control requirements for classified documents and correspondence.  Is responsible for preparing input to the semi-annual inventory of top-secret documents and messages and for recording and destroying classified material.  A top secret clearance is required.”

        (3) Whenever proposing a change in the sensitivity of an established position, submit, via the activity security manager, a SF 52 to HRO.  Since the level of security clearance must be reflected in the duties of the PD/JD, a pen and ink change memorandum (original and one copy) or an amendment (with original cover sheet, OF-8) must accompany the SF 52.  (See Exhibits 1 and 2).

        (4) If submitting a sensitivity change in conjunction with another personnel action (e.g., recruitment, reassignment, etc.), designate the change in sensitivity by placing the following statement on the SF 52 under block 1, remarks:  “Change position sensitivity from __________ to _____________” and route the SF 52 via the activity security manager.  Attach appropriate position change action as described in paragraph 5a(3).

        (5) Submit, via the activity security manager, a statement of difference (SOD), complete Optional Form 8, and SF 52 if positions/jobs with otherwise identical duties, require different sensitivity designations (e.g., “This position is identical to PD# ________________ except that the employee does not require access to controlled areas.  As such, a secret clearance is not required.”)

    b.  Activity Security Manager
        (1) Assist activity managers with position sensitivity determinations.

        (2) Endorse any changes to position sensitivity (i.e., on part III item A5 of SF 52 type “SECURITY OFFICE,” then sign and date in the indicated space).

    c.  HRO COMNAVREG HI.  The Personnel Advisors will take the requested action and forward to the Human Resources Service Center for appropriate action.

EXHIBIT 1

SAMPLE PEN-AND-INK CHANGE MEMORANDUM










Date

MEMORANDUM

From:  Head, Operations Department, Naval Air Facility, Pearl

       Harbor

To:
  Personnel Advisor, Human Resources Office, Commander

       Navy Region Hawaii

Via:
  (1) Position Management Officer

 
  (2) Security Manager

Subj:  PEN AND INK CHANGE TO PD# 05-0006, SECRETARY

       (STENOGRAPHY), GS-318-5 LOCATED IN THE OPERATIONS

       DEPARTMENT

1.  It is requested that the following pen and ink change, which is considered to be minor, be made to subject PD:

    Paragraph 11.D, line 5.  Delete the following sentences.  “Employee is required to handle up to and including all secret documents for the Operations Department.  As such as secret clearance is required.”







SIGNATURE

EXHIBIT 2

SAMPLE AMENDMENT

AMENDMENT No. 1 to PD# 66-0033, Mail and File Clerk (Typing), GS-305-4

1.  Paragraph 11.C. – Delete in its entirety and substitute the following:

Position is designated top secret control custodian for the Communications Department and is responsible for the accounting and control requirements input to semi-annual inventory of top secret documents and messages and for recording and destroying classified material.  Top secret clearance is required.

2.  Assign percentage of 15% to the above paragraph.

3.  Paragraph 11.D. – Change percentage from 30% to 15%.
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